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Post
application/json
AuthRequest

{
"userName": "string",
"password": "string"
1

Response

200 Success / 401 Unauthorized
200 Schema AuthResponse

{
"accessToken": "string",
"refreshToken": {
"username": "string",
"token": "string",
"expireAt": "date time"
t
t
{

401 Schema

"errorCode": number,

"errorMessage": "string"

}
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Request
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Body Content-Type application/json
Schema JwtRefreshRequest

{

"accessToken": "string",

"refreshToken": "string"

}

Response
Status Code 200 Success / 400 BadRequest
200 Schema AuthResponse
{
"accessToken": "string",
"refreshToken": {

"username": "string",
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"token": "string",
"expireAt": "date time"
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400 Schema {
"errorCode": number,

"errorMessage": "string'

}
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{
"userName": "string",
"password": "string"
1
Response
Status Code 200 Success
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Request
Method Post
Header Authorization: Bearer accessToken
Body Content-Type application/json
Schema No Parameters

Response
Status Code 200 Success / 400 BadRequest

200 Schema Template[]
[
{

"name": "string",

"direction": "string",

"contentType": number,
"signType": number,
"callbackUrl": "string",
"callbackType": number,
"hint": "string",

"title": "string",
"letSignerDownload": boolean,
"validityDuration": number,
"handwriteSignature": number,

"issuersDn": "string",

"version": "string" *

1
]
400 Schema {

"errorCode": number,

"errorMessage": "string"

}
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Request
Method
Header
Body Content-Type
Schema

Response
Status Code
200 Schema
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Post

Authorization: Bearer accessToken
application/json

TemplateRequest

{

"templateName":

}

string"

200 Success / 400 BadRequest
Template

{
n, "String",

"name":
"direction": "string",

"contentType": number,
"signType": number,
"callbackUrl": "string",
"callbackType": number,
"hint": "string",
"title": "string",
"letSignerDownload": boolean,
"validityDuration": number,
"handwriteSignature": number,
" "string",

"issuersDn":
"version": "string" *

"errorCode": number,
"errorMessage": "string"

}
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Authorization: Bearer accessToken
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TemplateRequest

{
_ “templateName”: 'IString"
}

Response

Status Code 200 Success / 400 BadRequest
200 Schema TemplateBlob

{
"structure": "html string",
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"mediaType": "string",
"content": "base64 string"
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"errorCode": number,

"errorMessage": "string"

}
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GetSigningToken API

Request
Method post
Header Authorization: Bearer accessToken
Body Content-Type application/json
Schema SigningRequest

{
"dataToSign": "string",

"templateName": "string",

"direction": "string",
"contentType": number,
"signType": number,

"callbackType": number,
"callbackUrl": "string",

"hint": "string",


https://isg.pki.co.ir/demo/home/getresult
https://isg.pki.co.ir/demo/home/postresult

"title": "string",
"letSignerDownload": boolean,
"validityDuration": number,
"issuersDn": [

"string"
1,
"signerSubjectDn": "string",
"handwriteSignature": number,

"contentimage": {

"image": "string",

"imageType": "string",
"page": number,
"lowerLeftX": number,
"lowerLeftY": number,
"upperRightX number,
"upperRightY": number

L

"metadata": "string",

"notification": {
"token": "string",
"type": number

L

"IsEncrypted": boolean

Response
Status Code 200 Success / 400 BadRequest
200 Schema SigningResponse

{

"signingToken": "string",

"notificationOutput": {
"notifSucceedCount": number,
"notificationResponse":

notificationResponse,

"issuccess": Boolean,

"description": "string",

"errorCode": number,

"errorMessage": "string",

B

"notificationResponse": notificationResponse,
"succeeded": boolean,

"errorCode": number,

n,on

"errorMessage": "string"

1
400 Schema {

"errorCode": number,

"errorMessage": "string"

}

[—



CheckStatus
<Protocol>://<ISGApi URL>/api/v2/Signing/CheckStatus
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CheckStatus API

Request
Method Post
Header Authorization: Bearer accessToken
Body Content-Type application/json

Schema GeneralRequest
{
"signingToken": "string"

1

Response
Status Code 200 Success / 400 BadRequest
200 Schema "contentStatus": number
400 Schema {

"errorCode": number,

"errorMessage": "string"

}

GetData
<Protocol>://<ISGApi URL>/api/v2/Signing/GetData
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GetData API

Request
Method post



Header Authorization: Bearer accessToken
Body Content-Type application/json

Schema GeneralRequest
{

"signingToken": "string"
}

Response
Status Code 200 Success / 400 BadRequest
200 Schema SignatureResponse

{

"certificate": "base64 string",

"serialNumber": "string", *

"digest": "string", **

"signature": "url-encoded base64String",
"metadata": "string",

"signType": number,

"sendTime": "string",

"senderlP": "string",

"signTime": "string",

"signerlP": "string",

"issuerDn": "string",

"subjectDn": "string",

"signerCn": "string", ***

"thumbprint": "string"

1
400 Schema {

"errorCode": number,

"errorMessage": "string"

}
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RemoveData
<Protocol>://<ISGApi URL>/api/v2/Signing/RemoveData
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Ciwogs GeneralRequest (oM )3 APl ol & Jloyl ol ol )b sl o] bl g (Jloyl (clgioa b basyo (clad oSy sluss
ol 3 Jodo s 4y (8L yd response ¢ APl -l 4y Jlw)l request clasuie .slosd

Authorization: Bearer accessToken

{
"signingToken": "string"
I

Response

200 Schema RowsAffected": number

400 Schema {
"errorCode": number,

"errorMessage": "string"



ResendNotification
<Protocol>://<ISGApi URL>/api/v2/Signing/ResendNotification
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ResendNotification API

Request

Method post
Header Authorization: Bearer accessToken
Body Content-Type application/json
Schema GeneralRequest
{
"signingToken": "string"
1
Response
Status Code 200 Success / 400 BadRequest
200 Schema NotificationOutput
{

400 Schema

"notifSucceedCount": number,
"notificationResponselList":

[Enumerable<notificationResponse>,

}
{

"errorCode": number,
"errorMessage": "string"

}



(Notification Service) Notification g sw
<Protocol>://<ISGApi URL>/api/v2/Notification
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GetSigningQueueList
<Protocol>://<ISGApi URL>/api/v2/Notification/GetSigningQueueList

&S plaS o )5 Jluyl 1y oaiSlasl jased Jilgs oylas b (JosS ols5 o0 GetSigningToken ,» inSiadss )l sy

ol 5 Jodo i 4 (8L yd response ¢ APl ul 4y Jlw)l request clasise

GetSigningQueuelist API

Request
Method post
Header Authorization: Bearer accessToken
Body Content-Type application/json
Schema SigningQueueRequest

{

" notifToken": "string"

}

Response
Status Code 200 Success / 400 BadRequest
200 Schema SigningQueueResponse

{

"notificationQueueList": [{

"signingToken":"",

"owner": "",

"subject": "",
"gateway": IIII’
IllmageURLll: IIII'
"date“: nn

}
1,

"issuccess": true,
"description": null,
"errorCode": 0,
"errorMessage": null

400 Schema {



"errorCode": number,

"errorMessage": "string"

}

RemoveFromQueue
<Protocol>://<ISGApi URL>/api/v2/Notification/RemoveFromQueue

Al oo 0aiS Lol 4 odds Jlwyl (slael Cunlgd > CBls (gl API oyl
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RemoveFromQueue API

Request
Method post
Header Authorization: Bearer accessToken
Body Content-Type application/json
Schema GeneralRequest
{
"signingToken": "string"
1
Response
Status Code 200 Success / 400 BadRequest
200 Schema GeneralResponse

{

"issuccess": Boolean

1
400 Schema {
"errorCode": number,

"errorMessage": "string"

}




(Tools Service) Tools yw g g
<Protocol>://<ISGApi URL>/api/v2/Tools

EncryptData
<Protocol>://<ISGApi URL>/api/v2/Tools/EncryptData
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Encrypt API

Request
Method Post

Header Authorization: Bearer accessToken

Body Content-Type application/json

Schema GeneralRequest

{
"data": "string",

“Pin”: “string”

Response

Status Code 200 Success / 400 BadRequest

f—

200 Schema {“EncryptedData": “string”,



“IsEncrypted” : “bool”

400 Schema {
"errorCode": number,

"errorMessage": "string"
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GetSigningToken

<Protocol>://<ISGApi URL>/api/v2/LegalSigning/GetSigningToken
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GetSigningToken API

Request
Method
Header
Body Content-Type
Schema

post
Authorization: Bearer accessToken
application/json
LegalSigningRequest
{

"dataToSign": "string",

"templateName": "string",

"direction": "string",

"contentType": number,
"signType": number,

"callbackType": number,
"callbackUrl": "string",

"hint": "string",
"title": "string",
"letSignerDownload": boolean,
"validityDuration": number,
"issuersDn": [

"string"
],
"signerSubjectDn": "string",
"handwriteSignature": number,

"contentlmage": {
"image": "string",

"imageType": "string",
"page": number,
"lowerLeftX": number,
"lowerLeftY": number,
"upperRightX number,
"upperRightY": number
B
"metadata": "string",
"notification": null,
"IsEncrypted" : Boolean,




"nationallD": "string",

"priorityType": number
1
Response
Status Code 200 Success / 400 BadRequest
200 Schema LegalSigningResponse
{
"legalSigningToken": "string",
"succeeded": Boolean
}
400 Schema {

"errorCode": number,

"errorMessage": "string"

}
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GetSignerList

<Protocol>://<ISGApi URL>/api/v2/LegalSigning/GetSignerList
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GetSignerList API

Request

Method Post

.LS uSlJ)b U9

Header Authorization: Bearer accessToken



Body Content-Type application/json

{
"legalSigningToken": "string"
}

Status Code 200 Success / 400 BadRequest

200 Schema “CompanySigner”: [
{
“nationalCode” : “string”,
“name”: “string”
}
]

400 Schema {

"errorCode": number,

"errorMessage": "string"

SetSignerOrder
<Protocol>://<ISGApi URL>/api/v2/LegalSigning/SetSignerOrder
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Authorization: Bearer accessToken
CompanySignerOrderRequest

{

"legalSigningToken": "string",

“CompanySignerOrderList”: [

“nationalCode”: “string”,

“orderld”: number

]

}
e

Response

Status Code 200 Success / 400 BadRequest
200 Schema bool

400 Schema {
"errorCode": number,

"errorMessage": "string"



CheckStatus
<Protocol>://<ISGApi URL>/api/v2/LegalSigning/CheckStatus
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CheckStatus API

Request
Method Post
Header Authorization: Bearer accessToken

Body Content-Type application/json

Schema LegalGeneralRequest

{

"legalSigningToken": "string"
1

Response
Status Code 200 Success / 400 BadRequest
200 Schema "LegalSigningStatusResponse":
{
“LegalRequestStatus”: LegalSignatureStatus,
“LegalSignerRequsetStatus”:
_
{“nationalCode” : “string”,
“requestStatus”: LegalSignatureStatus

”.n

“signinToken”: "string"
_1
]

1
400 Schema {

"errorCode": number,

"errorMessage": "string"

}



GetData
<Protocol>://<ISGApi URL>/api/v2/LegalSigning/GetData

pMel callback Slis a1y g oy Lael 08 s el o plol cuddge b S aiisSlasl olos lawgs Lol cuslgs )d ol5
Lael b Lag e cleMbl ol (LegalSigningToken) s gl )l awlis Jloyl 9 APL oyl Sledld b o ol o uled o
RWRVAPESP

03905 Jlyl callback Slis & http request 5 o5 > sl o0 server-side g4 ;1 callback lis aSul 4 ds g5 b 14050
Cdlyyd 5 s )l o sbg D9 oo dnogs Cpl by uled pMel saiiSLael @ 1) does U Sl o (BL http status gl el ) 4
Sledls 1) GetData APl oligS addy S b g 015)S5L o855 & |y hittp status 200 gwly laul dgizee o Laal o3l
piY Cuoyd agl Lo B dgis 3 (cladds L queue & obgl s pldl 1y 0gn iyl cuslio (oS L ol8)0 jopm B ales
ke pMel oS Ll 4 1y 40T)8 LL g 03905 o e |y B A Lasl Slojen b ams o 4,8 05,0 gy ,Lidl 1,

5 APl (pl & Jlo)l request Slaswie Llbads causgs LegalGeneralRequest wMS ;3 AP pl & Jloyl (sla ol )y

il yoj ol b 4y 8L ,d response

post

Authorization: Bearer accessToken
application/json
LegalGeneralRequest

{
_ “legalSigningTOken": “String"
}

Response

Status Code 200 Success / 400 BadRequest

200 Schema

{
"LegalRequestStatus”: LegalSignatureStatus,
“LegalSignature”: “url-encoded base64String”,
_ llLegalSignDate”: e
1
{

400 Schema

"errorCode": number,

"errorMessage": "string"

}



RemoveData
<Protocol>://<ISGApi URL>/api/v2/LegalSigning/RemoveData
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RemoveData API

Request
Method Post
Header Authorization: Bearer accessToken
Body Content-Type application/json

Schema LegalGeneralRequest

{

"legalSigningToken": "string"

Response

Status Code 200 Success / 400 BadRequest
200 Schema RowsAffected": number

400 Schema {

"errorCode": number,

"errorMessage": "string"

—
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AuthRequest
UserName String Not null
Password String Not null

g j challenge <o 0319,35 o (cp)l8 a6 Loyl (sls 4 g 3905 dnlgd posd Cugnjlsl pislle ST aseus > @
A5 daled oyl cogn sl elaie 40 ] Sign ¢ célys baye

" AccessToken | String " Not null |
 RefreshToken | JwtRefreshToken " Not null |
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CertificateValidationRequest
Certificate Base64 string Not null

ChangePasswordRequest

UserName String Not null
CurrentPassword String Not null
NewPassword String Not null

Contentlmage

Image Base64 String Not null
ImageType ImageType (String) Not null
Page Number (Int 1 to 32767) Not null
LowerLeftX Number (float) Not null
LowerlLeftY Number (float) Not null
UpperRightX Number (float) Not null
UpperRightY Number (float) Not null
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ErrorCode

ErrorResult
Int (4)

Default

ErrorMessage

String

Allow null

SigningToken
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GeneralRequest
String

Not null

GeneralResponse

IsSuccess boolean Not null
Description String Not null
ErrorCode int Not null
ErrorMessag String Not null

JwtRefreshRequest
AccessToken String Not null
RefreshToken Base64 String Not null

UserName String Not null
Token Base64 String Not null
ExpireAt DateTime Not null

JwtToken
AccessToken String Not null
RefreshToken JwtRefreshToken Not null

Name String Not null
MediaType String Not null
Content Base64 String Not null

Notification

Token String Not null (App Token, National ID,
Mobile Number, Email Address)
Type NotificationType Not null
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NotificationRequest

A s Local b ply |y Type jlade b bl il ol o

Notification Notification Not null
SigningToken String Not null
Owner String Not null
Subject String Not null
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NotificationResponse
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Result String Not null
NotificationStatus NotificationStatus Not null
Success Boolean Not null

. NotificationOutput

NotifSucceedCount Not null
NotificationResponse NotlﬂcatlonResponse Not null
Issuccess Boolean Not null
Description String Not null
ErrorCode Int Not null
ErrorMessage String Not null

SignatureResponse

Succeeded Boolean Not null
Certificate Base64 String Not null
SerialNumber String Not null
Digest String Not null
Signature Base64 String Not null
SignType SignType Not null
Metadata String Allow null
SendTime DateTime Not null
SenderlP String Not null
SignTime DateTime Not null
SignerlP String Not null
IssuerDn String Not null
SubjectDn String Not null
SignerCn String Not null
Thumbprint String Not null
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SigningRequest

DataToSign Base64 string/Encoded Html/String Not null
TemplateName String Allow null
Direction * String Allow null
ContentType ContentType Not null
SignType SignType Not null
CallbackType CallbackType Not null
CallbackUrl String Not null
Hint String Allow null
Title String Not null
LetSignerDownload Boolean Allow null
ValidityDuration ** Number Allow null (default value: 14400)
IssuersDn *** String Array Allow null
SignerSubjectDn **** String Allow null
HandwriteSignature ***** | HandwriteSignature Allow null
Contentimage Contentlmage Allow null
Metadata String Allow null
Notification Notification Allow null
IsEncrypted Boolean Not null
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SighingResponse

SigningToken String Not null
NotificationResponse NotificationOutput Not null
Succeeded Boolean Not null
SigningResult
SigningToken String Not null
SigningQueueRequest
NationalCode String Not null

SigningQueueResponse

NotificationQueuelList [Enumerable<NotificationQueue> | Not null
Issuccess boolean Not null
Description String Not null
ErrorCode int Not null
ErrorMessage String Not null

NotificationQueue

SigningToken String Not null
Owner String Not null
Subject String Not null




Gateway String Not null
ImageURL String Not null
Date DateTime Not null

Template

Name String Not null
Direction String Not null
ContentType ContentType Not null
SignType SignType Not null
CallbackUrl String Not null
CallbackType CallbackType Not null
Hint String Allow null
Title String Not null
LetSignerDownload Boolean Not null
ValidityDuration Int (2) Min: 1, Max:14400
HandwriteSignature HandwriteSignature Not null
IssuersDn String Allow null
Version String Always 1.0
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TemplateBlob

Structure String Allow null
Logo Logo Not null
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TemplateName

TemplateRequest
String

Not null

23,5 6,33 Structure gl )3 g Ci 5 HTML

LegalSigningRequest

DataToSign Base64 string/Encoded Html/String Not null
TemplateName String Allow null
Direction * String Allow null
ContentType ContentType Not null
SignType SignType Not null
CallbackType CallbackType Not null
CallbackUrl String Not null




Hint String Allow null
Title String Not null
LetSignerDownload Boolean Allow null
ValidityDuration ** Number Allow null (default value: 14400)
IssuersDn *** String Array Allow null
SignerSubjectDn **** String Allow null
HandwriteSignature ***** | HandwriteSignature Allow null
Contentlmage Contentlmage Allow null
Metadata String Allow null
Notification Notification Allow null
IsEncrypted Boolean Not null
NationallD String Not null
PriorityType Number Not null

LegalSigningResponse

LegalSigningToken String Not null

Succeeded Boolean Not null
LegalGeneralRequest

LegalSigningToken String Not null

LegalSigningResponse

LegalSigningToken

String

Not null

Succeeded

Boolean

Not null

LegalSigningStatusResponse

LegalRequestStatus

LegalSignatureStatus

Not null

LegalSignerListStatus

[Enumerable<LegalSignerRequsetStatus>

Not null

LegalSignerRequsetStatus

NationalCode

String

Not null

RequestStatus

LegalSignatureStatus

Not null




CallbackType

| t

ClientSide

[y

Client-side callback

ServerSide

N

Server-side callback

CertificateStatus

Valid 0 | The certificate is valid.

InvalidPeriod 1 | The certificate has expired.

InvalidChain 2 | The certificate chain is invalid.

Invalidintegrity 3 | Certificate integrity is invalid.

InvalidKeyUsage 4 | The certificate key usage is invalid.

OCSPRevoked 5 | The certificate has been revoked (OCSP).

OCSPValidationUnKnown 6 | Certificate validity status is unknown (OCSP).

CRLRevoked 7 | The certificate has been revoked (CRL).

CRLOrOCSPValidationError 8 | Certificate validation encountered a problem. One
of the CRL or OCSP servers is not available.

CRLValidationUnKnown 9 | Certificate validity status is unknown (CRL).

CRLANdOCSPValidationUnknown | 10 @ Certificate validation encountered a problem. Both

CRL or OCSP servers is not available.

Unknown 0 | Unknown
NotExist 1 | Not exist
NotSigned 2 | Not signed yet
Expired 3 | Expired

Signed 4 | Signed
Delivered 5 | Delivered

ContentType

Html 1 | Hyper Text Markup Language
pdf 2 | Portable Document Format
Text 3 | Plain Text

Json 4 | Java Script Object Notation
Chakad 5 | Java Script Object Notation
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Directions

LTR Itr Left to right
RTL rtl Right to left
Unset unset | Unset

HandwriteSignature

None 0 | No signature image

Content 1 | The signature image is received from ContentImage
Optional 2 | The signer can add the signature image

Required 3 | The signer must add the signature image

APNG image/apng
GIF image/gif
JPEG image/jpeg
JPG image/jpg
PNG image/png
TIF image/tif
TIFF image/tiff

Ready 0 | Ready to send

Sent 1 | Sent

Success 2 | Accepted by delivery service
Failed 3 | Not accepted by delivery service

NotificationType

Google 0 | Google token

Apple 1 | Apple token

Local 2 | Mobile number, National ID, Email

QueueOnly 3 | Create a signature queue without push-notification.
Unknown 0 | Unknown

PDFSign 1 | PDF Sign PKCS#1

CMSSign 2 | CMS Detached Sign PKCS#7

ESFSign 3 | ESF Sign PKCS#1

RSASign 4 | RSA Sign PKCS#1

CMSAttachedSign 5 | CMS Attached Sign PKCS#7




PriorityType

Auto 1 System Set order.
Manual 2 The beneficial set order.

LegalSignatureStatus

NotExist 0 Not exist.
WattingForOrder 1 Wait for order.
WattingForSign 2 Wait for sign.
Signed 3 Signed.

Failed 4 Failed.

Expired 5 Expired.
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