Comprehensive Response to

Cryptographic Requirements
e Read Certificate
e Digital Signature
e Verify/Validate Signature
e Encryption
e Decryption
e Multiple Signature
e Fully supported PAdES (PDF
Advanced Electronic Signatures)

Easy Deployment

e Protable Application

e No dependency

e No Installation Required
e (Context Menu operations

Specifications

e Ease of use with user friendly
interface

e Supported Soft-Tokens (P12, Pfx)

e Supported Hard-Tokens (MSCAPI)

e Supported IDin Smartcard

e PDF Standard Signing

e CMS Standard Signing

e Recovering original
signed/encrypted data

e Container base (.esf files)
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Key Stores
e Secure Token by MS-CAPI
e Smart Card by MS-CAPI
e Windows Key Store
e File Key Store (PKCS#12)
e |Din without Driver

Operating System
e Windows Vista (SP1/SP2) (32/64)
e Windows 7 (SP1) (32/64)
e Windows 8/8.1 (32/64)
e Windows 10 (32/64)

Standards
e FIPS 180-4
(Secure Hash Standard (SHS))
e RFC 2396
(Uniform Resource Identifiers
(URI): Generic Syntax)
o PKCS#1
(RSA Cryptography Standard)
o PKCS#7
(Cryptographic Message Syntax
Standard)
e PKCS#10
(Certification Request Standard)
e PKCS#12
(Personal Information Exchange
Syntax Standard)
e PC/SC
(Personal Computer/Smart Card)
e [SO/IEC 7816
(Identification cards - Integrated
circuit(s) cards)
e NIST SP 800-73-3
(Interfaces for Personal Identity
Verification (PIV))
e MS-CAPI
(Microsoft Cryptography API)
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