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api/VAService/ValidateCertificate
Request

Method Post
Content-Type: multipart/form-data
Header Accept: text/plain
api-version : 2.0 or 3.0
baseb4: string

Base64 cu s b omiw Ll g Hhais g0 alss

Response
Status Code 200 Success / 400 BadRequest
200 Schema I SRS E Y
{
“error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

(OCSP) aolindlgS sy (93T eMaiwl (gus g puw b dolivalgS jliel oy Y/F
api/VAService/ValidateCertificateByOCSPEXx

Request
Method Post

Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
ValidateRequest<string>

{

"certificate": "string",

Baseb4d _Ji o i liel cqa lais g0 alsS
"vaProfile": "string" s L=5

OCSP ool & (e S Cgz oslaiul 050 blag s ab

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema OCSP s 0 ey
{
"error": "string",
"result": OCSPResponseStatus<string>
{
"certificateStatus": certificateStatus, Voo lad Jgo
el PKI-DSS-API-DG
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P55 T (s il amss
"revocationTime": dateTime,
[ 2158 o5 Jbb @j3m,0 ] alss sl e
"revocationReason": RevocationReason, ¥ s lué Jou
[(2I5 oos Jbb o jgey0 ] (alsS Sl e
"certificate": "string"
Baseb4 s s oo i licl alss

b

"statusCode": number => 200 Success / 500 Error

}

api/VAService/ValidateCertificateByOCSP

Request
Post
Content-Type: application/json
Header Accept: text/plain
api-version :2.00r 3.0
ValidateRequest<string>
{
"certificate": "string",
Schema Baseb4d i o i liel cqa las g0 oalsS

"vaProfile": "string" . L=

OCSP Lo jol &y ooy g ooliciasl 9550 lbs 5 b

Response
Status Code 200 Success / 400 BadRequest

200 Schema RlsS T i Ll azes

{
"error": string,
"result": CertificateStatus, Voo leds Jgao

"statusCode": number => 200 Success / 500 Error

}

api/VAService/ValidateCertificateListByOCSP

Request
Post

Content-Type: application/json
Header Accept: text/plain

api-version :2.0or 3.0
ChainValidationRequest<string>
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{

"certificate": [
"string"
1,
Basebd cu bl o Liel cqa lais )50 2l 5l st 0
"vaProfile": "string" . L

OCSP ool & (e S Cgz oslaiul 050 blag s ab

Response
Status Code 200 Success / 400 BadRequest
200 Schema RlsS T el ol 51 s o
{
"error": "string",
"result": IEnumerable<OCSPResponseStatus<string>
[
{

"certificateStatus": CertificateStatus, Vooled Jgo
55 ol (i el e
"revocationTime": dateTime,
[(2155 o Jbb & j90 )0 | (oals5 YUl ()lo
"revocationReason": RevocationReason, ¥ o lus Jsux
[ 2155 o Jbb 950 | als8 Jlail e
"certificate": string
Baseb4 cu i b oos oxiwjlicl Lalss

}
]I

"statusCode": number => 200 Success / 500 Error

}

Syl 4y (2 0de 0950 51 ML) Capz oyl gy 00,5 sod dnogs ] Jlu,l waProfile el b o (o Lis 4 axgils
g Silad gy ) il o L vaProfile

(CRL)AbL 2195 Comad b (b)anlunlgs jluel cwyyp Y/F
api/VAService/ValidateCertificateByCRLEx

Request

Method Post
Content-Type: application/json
Accept: text/plain
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api-version : 2.0 or 3.0
ValidateRequest<string>
{
"certificate": "string",
Schema Base64 cup b (oxiw liel gz 53 )50 alsS

"vaProfile": "string" s L

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema CRL (o ) 2255k ammes
{
"error": "string",
"result": CRLRevocationResult<string>
{
"isValid": bool,

e R
"revocationTime": "dateTime",
[(ls5 pog Jbb o900 ] (155 JUal ()l
"certificate": "string"
Baseb4 cu s b ond o lisl alss
Ji

"statusCode": number => 200 Success / 500 Error

}

api/VAService/ValidateCertificateByCRL

Request

Post

Content-Type: application/json
Header Accept: text/plain

api-version : 2.0 or 3.0
ValidateRequest<string>

{
"certificate": "string",
Schema Base64 cu s b i liel g Hhais g0 alss

"vaProfile": "string" . L=

CRL L s 4 (s yiss S o0liial 8590 Jildg 0 6l

Response
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Status Code 200 Success / 400 BadRequest
200 Schema 21s8 T i Lte! aoes
{

"error": "string",

"result": bool,

"statusCode": number => 200 Success / 500 Error

}

api/VAService/ValidateCertificateListByCRL

Request
Method Post

Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
ValidateRequest<string>

{

"certificate": |
"string"
Schema 1
Baseb4 cud b i liel gz 5o 50 oalsS I g 02

"vaProfile": "string" . L

Response
Status Code 200 Success / 400 BadRequest

CRL oo 31 555k qalis ) w0

200 Schema

{
“error": "string",
"result": CRLRevocationResult<string>
[
{

"isValid": bool,
e L e
"revocationTime": "dateTime",
[ 2155 (o5 Jbb & jp50,0 ] (2158 Jlasl oo
"certificate": "string"
Base64 cu s b oo oiw licl alsS
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_ "statusCode": number => 200 Success / 500 Error
}

Syl 4y (2 0Ee 0950 51 ML) Capz pg3) gy 00,5 sod dnogs ] Jlu,l waProfile el b o (o L 4 axgils

g Slod gy ]yl o5 L VaProfile

O 4Bl drwgi (o )5 9 (21e5 (Lo 1,5 b doluwles jlael oy Y78

api/VAService/ValidateCertificateByKeyUsage

Request

Post
Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
ValidateRequest<string>

{

"certificate": "string",

Base64 cwi b ol slas )5 o)y gz HL0 50 alsS

"vaProfile": "string" 4>y

30,90 s )5 4 cw s Cge oslaiul 5550 bilg s pU

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema 2l (2bj)l s
{

"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

g
ol asiwe VaProfile ;o abg e S5 j0 a5 e ExtendedKeyUsage 5 KeyUsages cow gl oolaswl b o ol jo
a8 Sl b 4 p3Y 00,5 o gy (Bl9S aBliarwgi slao IS g 2leT (las IS !
Sl I3 1Y o leds Jgaz j0 09290 a5l 0 00 iz b SO led oo Lo 4 a5 L (KeyUsages S5 o A
Jle jebody all co | Codle cad (] jo oaiSTas ST
KeyUsages="DIGITALSIGNATURE|NONREPUDIATION" |, KeyUsages="6|7"
D9 0318,1,8 5L5 o p atbarwgs s )5 51 S ,a OID WL ExtendedKeyUsage 5,0 .Y
iJbe Hebay all oo | codle cad ol jo suSTas ST
ExtendedKeyUsage="1.2.840.113583.1.1.5[1.3.6.1.5.5.7.3.1"
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Dgd Siled gy )l yiiwl o bvaProfile yil )l a4 oo jlaie ogos 5l @bl e .Y

api/VAService/ValidateCertificateByKeyUsageEx
Request
Method Post

Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
ValidationByKeyUsageRequest<string>

{

"certificate": "string",

Base6d cup b o (sloo )l (y Stz S0 50 2155
"keyUsages": [
IEnumerable<KeyUsage> ARy

Schema 1,
o Slp o Syse sles )8 Sl (s ed

"extendedKeyUsages": [

IEnumerable<string> Y axg
]
2 Slp 3 890 slo Old I iy
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema 2l (2bj)l s
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error
}
g
zosi 4 piY 005 co gy eaml 00l et KeyUsages ol jo S o b jloslatnl b oalsS slas )18 A
B LY ojleds Jgam ;0 09290 oMl 510500 paiz b S le5 o0 L 45 ax5 L KeyUsages ol ,o a5 ol
e jsbas il se, Coodle Canjod ()l o oaiiSTas ST ol
"keyUsages": [
6,7
]
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oy el 00 ascie ExtendedKeyUsage als jo a5 i b 5l oolitl b alsS atdbarwgs slas )5 .Y
5k i aBlbdn g o )5 51 G ;2 OID Wb (ExtendedKeyUsage als ;o a5 55 b az g5 . gis oo
g oals | ,8
e jobods ablso, caodle Cancd cpl 0 sariSlan 5115
"extendedKeyUsages": [
"1.3.6.1.5.5.7.3.2","1.3.6.1.5.5.7.3.1"
]

@ 05d Jlayl Jlase ey abbgy e el )b cewsl oo ExtendedKeyUsage U o KeyUsage o, » 4 5L pas & js0 )0

:Jle 55k

"extendedKeyUsages": [

]

aoliplys jlue! (A5 oy T/7
api/VAService/ValidateCertificateEntirelyEx
Request
Method Post
Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
ValidateEntirelyRequest <string>
{
"certificate": "string",
Baseb4 cu b b oxiw licl cqx Lo ,ge alsS

"vaProfile": "string" s Lxsl

2l slas )5 5 CRL 5 OCSP (slo o0l 4 (s s g ooliinl 5,50 o3y 0 o

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema &2l el IS )y 5l iS5l ol
{

"error": "string",
"result": CertificateValidationResult<string>

{

"certificateValidationStatus": CertificateValidationStatus, Y s,les Jguo
Bl Cendy
"revocationTime": "dateTime"
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[ 2155 o9 Jbb &y50,0 | alss Sl e
li

"statusCode": number => 200 Success / 500 Error

}

api/VAService/ValidateCertificateEntirely

Request
Method Post

Content-Type: application/json
REEGEIS  Accept: text/plain
api-version : 2.0 or 3.0
ValidateEntirelyRequest <string>
{

"certificate": "string",

Schema Baseb4 cu b b oxiw licl cqx Lo ,ge alsS

"vaProfile": "string" g

2155 slas )5 5 CRL 3 OCSP (slo o0l 4 (oo s g ooliinl 5,50 o3y o
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema 2l el (IS g 5l (iS5 Az
{
"error": "string",
"result": CertificateValidationStatus, ¥ o,les Joux

"statusCode": number => 200 Success / 500 Error

}

g

Qg Slod gy il o L vaProfile jial)l 4 20 )ads o9 5l bl cy> @

CRL J oglils Y/V
Uy sy Yol el S92 50 daliwlsS Liel o) (g4 4o a5 Certificate Revocation List L CRL o ,laslsl
- Sl 00l (g5lwosly CRL LB olils g DownloadCRL wie .aisl co CA lawss ool adgs LB L deliwleS

el 503 Gl 00 4y VASEIVICE g ;o Cons ol (gonimads] )| aie LSy

api/VAService/DownloadCRLByCertificate

Request

Post
Content-Type: multipart/form-data
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Accept: text/plain
api-version : 2.0 or 3.0
base64: string
Base64 v b oyl 10 9990 CRL Lwjol dy s ss Cg a5 390 2lg5
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cw,s b oo sglils CRL L8
{
"error": "string",
"result": byte(],
"statusCode": number => 200 Success /500 Error

}

Al )y 9 Sl o 2195 5, lailiwl MBI oy Y/A

api/VAService/ValidateBasicConstraints

Request
Method Post
Content-Type: multipart/form-data
Accept: text/plain
api-version : 2.0 or 3.0

baseb4Cert: string
Baseb4 cu i b o liel cu 515 3,50 oalsS

Response
Status Code 200 Success / 400 BadRequest
200 Schema &2l (e liel s
{
“error": "string",
"result": bool,
"statusCode": number => 200 Success /500 Error

}

(DSService)Suig piSI| bl bl guigpw ¥

2o o &l ) DocumentSigner Lawgs slicw! slasl cga 5Ls 5,50 aslss DSService g w
Sguicen 4325 Slojlu e Slidos cpl 4y il 0uls pudass DocumentSigner ;o Jlejle o2lsS 4" 00 4o

3,5 wlss S8 a0 50 dslal jo das o &l milg 5l aiws plas Sleas
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il 00 Lgs ) o yd] ;0 REST FUL AP & j50 4 laaiie Jlgs 3 oSl
<Http protocol>://DSSUrl/AP1/DSService

PDF wouw gléol cawlgs o ¥/Y
il YL 4 )5 PDF afus Cansal ]
api/DSService/PDFSign

Request

Post
Content-Type: application/json
REEGEIS  Accept: text/plain
api-version : 2.0 or 3.0
SignRequest<string>
{
"data": "string",
Baseb4 cw,s L PDF s
"dsProfile": "string", \ary
DocumentSigner b L, ez bbs, b

"authRequest": "string" v 4>

DocumentSigner b bls,l ez o 3o, 5 52,5 pb

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 c.,s L DocumentSigner Ly saslad PDF ac
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

g
Qg Slod gy il o5 b dsProfile el )b 4y 20 lade 0gou 5l eMbl cag> )
las b authRequest o)l sl oo cogn 5,1 aiejls DocumentSigner b bLs )l )l 3, a5 S0, .Y

bl el eyl cpl (@0 )lade 4y LS O jgo pl a8 )0 05l e lade LSl b
ConvertToBase64(User:Password)
20,5 28 ys el 05 5l sl joee oy 5 )15 pL Sl S A 5Y
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CMS oouw ‘_gl.oé.d C«w|99').> \ WAl

api/DSService/CMSSign
Request
Method Post
Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
CMSSignRequest<string>
{
"data":"string",
Baseb4 v b b Ladl cyga cwly> )0 slyima
"dsProfile": "string", Vg
DocumentSigner b bl ez bbs, b
"authRequest": "string", ¥ 4y
DocumentSigner b bls,l cqz 5 3o, 5 62,5 pb
"attachData": bool
CMS LB jo nlys o slgizme oyols 13 wlsasl > DOOlEAN lais

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb64 c.,s L DocumentSigner L.y oaslasl slsime
{
“error": "string",
"result": "string",
"statusCode": number => 200 Success / 500 Error
}
)

Qg Slod gy il o b dsProfile ol )l a4 20 lads o9 5l el cpm
Glas 2L authRequest yie,b il oo Cuga jl>1 aiesls DocumentSigner b bl | s,1,3, a5 Sygo,0 .Y
Bl (oo Jally cnl (o80)lade 4y 53 Djge (nl 180 098 oa)lade LSl L
ConvertToBase64(User:Password)

23,5 8l o Lkl o 5l jeee 5oy 9 65 pU el SS 4 a3y
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RSA Lol cawlgsyo Y/¥

api/DSService/RSASign
Request
Method Post

Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0

SignRequest<string>

{

"data": "string",

Baseb4 v b b Ladl cya s> )0 slyima

Schema "dsProfile": "string", Vg
DocumentSigner b Ll cqz Lbs, b

"authRequest": "string" v 4>

DocumentSigner b bls,l cqz 5 3o, 5 62,5 pb

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 ¢ s L DocumentSigner Lug saslasl lgime
{

"error": "string",
n,on

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

a2 g

Qg Slod gy ikl o5 L dsProfile yel b 4y 20 laie 0956 5l eMbl cag> )

Glas 2L authRequest yie,b il oo cuga 5>l aie;ls DocumentSigner b bl | s,1,3, a5 Sygo,0 .Y

Bl o el ol (80)lde 4 5l D jse (pl 50 00h (0 5 LSl b
ConvertToBase64(User:Password)

20,5 28y el 05 5l b joee oy 5 )15 pL Sl S A a5Y

XML s gLl Camlgsyo Y70

api/DSService/XMLSign

Request

Post
Content-Type: application/json
Accept: text/plain

Header
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Y

api-version : 2.0 or 3.0
SignRequest<string>

{

"data":"string",
Baseb4 v b Lasl cys wlss 0 XML ars
Schema "dsProfile": "string", Vg
DocumentSigner b bls,l ez bbs, b
"authRequest": "string" Y «>y

DocumentSigner b bls,l cqz 5 3o, 5 62,5 pb

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 -5 L DocumentSigner g oaslad XML ax.
{

"error": "string",
"result": "string",
"statusCode": number => 200 Success / 500 Error

}

g
Qg Slod gy il o5 L dsProfile yel )b 4y o0 lade 0956 5l eMbl cag> )
las 3L authRequest o)l (il oo Cogn 5>l aie;ls DocumentSigner b bLs )| s,1,3, a5 Sygo,0 .Y

bl gai el cpl (20 lade 4 5L Dyo (pl il y0 29h (B)lade LSl b
ConvertToBase64(User:Password)

20,5 28y el o5 5l sl joee oy 5 )1 pL Sl S A e5Y

(TSAService) (yolio Sloj s uigpw T
TSA oy & 01 S5, 3 iebie Sloj e jeio S 5L 3590 SleMbl Jlo )| Sz 55 590 @lss TSASEIVICE g oo
Sy )90 aalol o B o asll (’:."55 5 atws opl oS Sleas wies a1, g ;) 8L 0 Fwl Cl o e g

JOTR NS

g Sleld wyel ¥/
tal 0 Lo 05 o] ;o REST FUL APl & j50 4 laaiis Jlgs 3 oSl
<Http protocol>://DSSUrl/API1/ TSAService
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Yy

abio Sloj sew Comlgs 5o /Y
api/TSAService/TSTSign
Request
Method Post
Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
TSTSignRequest<string>
{
"message": "string",
Baseb4 cud b ol 5, » rabae (Sloj s s5ie Sar (Sely> o (sl
"requestCertificate": bool,
95 5 TSA j5 0 alsS 6.5 |5 Ol > DOOlean s

"tsaProfile": "string", \ d>g
TSA 550 b bLs )l g Jilbg ol

"authRequest": "string" v«

TSA g5 b bLS5)| gz j90e 3oy 5 )5 pb

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 cw i b slgs o oledlbl gg, 0 onisjolo Sboj ye
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

g
Qg Slod gy )ikl o b tsaProfile jual,l 4 2 ladie o9 5l Dbl g )
Sl b gl b authRequest yio )b sl oo Cogn 5ol aiejli TSA jg,0 b bLs | 5185 a5 Syge,0 .Y
Bl ged eyl cnl (0 lade a5l D jge (nl 850 290 ()lke
ConvertToBase64(User:Password)

20,5 28 ys el 05 5l sl joee oy 5 )15 pL Sl S A 5Y

(CryptoService) o LS joy 9 535030y pwgpw ©
&lei slacws plas Slasd aes oo &l Gugyw g S B ol oliS5e, 5 ) K, slppsY mles CryptoService
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g Slesld oyl 87)
el o Lga 123 Lyl 5o REST FUL APL & g0 ) oo Sy 1Sl

<Http Protocol>://DSSUrl/API/ CryptoService

Request
Method

Response
Status Code

200 Schema

Request
Method

Response
Status Code

200 Schema

Cal

YY oo

Unicode 4 Basesf aiy Juwo ©/Y

api/CryptoService/Base64ToUnicode

Post
Content-Type: multipart/form-data
Accept: text/plain
api-version : 2.0 or 3.0
base64String: string
Unicode cw s a bos sl Basebd cujp b s ge axs,

200 Success / 400 BadRequest

Unicode cuw b 4 s39,5 423,

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success /500 Error

}

Bases¥ 4 Unicode a4y Jumo &/

api/CryptoService/UnicodeToBase64

Post
Content-Type: multipart/form-data
Accept: text/plain
api-version : 2.0 or 3.0
unicode: string
Baseb4 cu s a4 has slp Unicode cuw s b s ge axs,

200 Success / 400 BadRequest
Basebd cu b a o954,

{

"error": "string",

"result": "string",

PKI-DSS-API-DG
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Y¢

_ "statusCode": number => 200 Success /500 Error
}

Request

Method

Header

Response
Status Code

200 Schema

Request
Method

Header

Response
Status Code

200 Schema

Cal

Y aan

CMS JB 31 2198 Zl ol &/F

api/CryptoService/CMSExtractCertificates

Post
Content-Type: multipart/form-data
Accept: text/plain
api-version : 2.0 or 3.0
envloped : string
Baseb4 w3 LCMS (glyzms

200 Success / 400 BadRequest
Baseb4 cu i b oud gl peul sla alS 5l ot
{
“error": "string",
"result": IEnumerable<string>,
"statusCode": number =>200 Success /500 Error

}

CMS JB 4o Jluzw s glawl Gaowas 878
api/CryptoService/CMSVerifyAttach

Post
Content-Type: multipart/form-data
Accept: text/plain
api-version : 2.0 or 3.0
envloped : string
Baseb4 cu 5 L (CMS) susliasl slgime

200 Success / 400 BadRequest
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}
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api/CryptoService/CMSVerify

Request

Method Post

Content-Type: application/json
Header Accept: text/plain

api-version : 2.0 or 3.0
CmsVerifyRequest <string>

{
"signature": "string",
Schema Baseb4 cu 5 L (CMS) susliasl slgime
"message": "string"
Baseb4 cu b b (Lasl 5 L3) adsl (slgime
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Laal ozt Como
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

PlsS (T bl 9 CMSCIB 53 Jlozm s glasl Grovas 0/7
api/CryptoService/CmsVerifyAndValidateCertificateAttach

Request
Post
Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
PdfVerifyAndValidateRequest<byte[]>
{

"signedData": "string",

bytell cu s L (CMS) saisladl slgme

"vaProfile": "string" 4>y

Baseb4 cu b i oals i liel Slilos o ool g HLis g0 Jilig s ol

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Lasl (omiw Como as
e PKI-DSS-API-DG
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Al

{
"error": "string",
"result": IEnumerable<VerificationResult>
[
{
"certificate": "string",
Baseb4 cw s b Ladl alss
"status": CMSVerifyValidationStatus, o o,les Jsu>
Laol Zonsg
"revision": number,
Lasl (5 0ui)los
"result": bool

Laol obs,) aecs

}
]I

"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CmsVerifyAndValidateCertificate

Request

Method Post
Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
CmsVerifyAndValidateRequest<string>

{
"signature": "string",
Baseb4 cu 5 L (CMS) susliasl slgime
"message": "string",
Baseb4 cu b b (Lasl 5 L3) adsl (slgime
"vaProfile": "string" 4>y
Baseb4 cu s b walss oviw liel Sldee )5 solitul cqa s ,e0 il b
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Laal mry 3 iS5 s 51 w08
{

"error": "string",
"result": IEnumerable<VerificationResult>
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Cal

YV axmin

[
{
"certificate": "string",
Baseb4 cuys b Lasl alss
"status": CMSVerifyValidationStatus, & o,les Joao
Lol g’.;.:.v..bj
"revision": number,
Lol 3 o..\S)La.».’l’:
"result": bool
Laol b)) azees
}
Il

"statusCode": number => 200 Success / 500 Error

}

LY

Qg Slos gy il o L vaProfile jial)l 4 20 )lads o9z 5l bl cy> @

Request
Method

Response
Status Code

200 Schema

aolunlgS slaPolicy cadl o &/V

api/CryptoService/CertificatePolicies

Post
Content-Type: application/octet-stream
Accept: text/plain
api-version : 2.0 or 3.0
base64Data: string
Baseb4 ¢ s b ,lus g0 dsliwalss

200 Success / 400 BadRequest
aslalss sl Policy cod
{
“error": "string",
"result": IEnumerable<string>,
"statusCode": number => 200 Success / 500 Error

}
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ply S slasl sl Digest slxy| &/A

api/CryptoService/Digest
Request
Method Post
Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
DigestRequest<string>
{
"message": "string",
Base64 s b ply e

"hashAlgorithm": HashAlgorithm Fo,leis Jga

plo lasl Slloe ;o ooliiul Cua (L5890 (g5l o048 o 565

§
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 cw s L aly Digest
{

“error": "string",
n,on

"result": "string",
"statusCode": number => 200 Success / 500 Error

}
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Cal

a4 i sl ply il

aal Ll o e
api/VAService/
ValidateCertificateEntirelyEx()

DSS ety

2z, (Message) oL, ; Digest uJss
/api/CryptoService/CmsDigest()
DSS s

3 Loy CMS (sl JIg5 &l

b s g 39 b2 i
Dastine.isinstalled ,usir

S
SelectCertificateFromTokenByUI()

st g
GetSelectedCertificate()

4 ez sl ol

) e b condize )5

AL Aie )3 edd

.

s Sign() aze L Digest sladl

PPN

DSSuse 3 uh &l S5

03 et 02580 b illae
ple 5l Digest wly o>

- Result

42, CMS s Signature sls 15

/api/CryptoSenvice/PutC

~signature?

DSS s

& eie sl ol ol

) et b ize 5

Aiad A 3 00

3 oozl b llas 2y s
DSSuin 53 anh )| Slorpdgs

320l EMS sLaul i comn

/api/CryptoService/

CmsVerifyAndValidateCertificate()

DSS s

i sl ol olel
Tty b olize )5 4
DSS siese ;5 00 a3l

ki slas oy oles
2%

w

asls sl 5 CMS o5

555 Laal ol )3 45 ol ol o015 uply 5 ol tply
55 plnilBackend cos s wb 31se ! [l

05 pll CaIS s 5 2l 550 0ol [l
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aucwd LCMS slanl cys 300 590 &olgi Cow pid

arwo o SelectCertificateFromTokenByUI() wis  Slgs1,3 b Lasl cqa a0 0 ool Olsesl )

acws 4o GetSelectedCertificate() wie Lawgs Base64 cuw b b oads ol algS cdb,s .Y

DSS 9, ,o [api/VAService/ValidateCertificateEntirelyEx oo 3,k ;| 2ls5 o Liel

-

DSS 3, ,o /api/CryptoService/CmsDigest oo ;| solaxw! b plo ;I Digest o

ool g Digest slasl cym 13 (69959 (sl el b b aiiiws Sign() wie 5l eslawl .0
Baseb4 ¢ 5 L oo odgs Didgest : string data e
el 5l Digest alg > oa eolinwl e o651 : String hashAlg e

DSS g, , /api/CryptoService/PutCMSSignature wis Jlg>1,3 LCMS o Lasl oyols 3 .7

e 5l wile CMSAttach g 5l Lasl 4 5,50, ®
dusled oolizwl DSS g, 0 /api/CryptoService/CmsVerifyAndValidateCertificateAttach

ate 5l aisloe CMSDetach g4 5l Lasl a5 5 jg0,0 @

dsles ool DSS ey, 5o /api/CryptoService/CmsVerifyAndValidateCertificate
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@ DSS Backend Mobile App Mobile SDK

«€«—Certificate

««— Validate Certificate

Validation Status—

<€«——Get CMS Digest

Digest————»

Digest———»

RSA Sign————>

«€«—Signature

<€—Signature

<€—Put signature to CMS——

CMS Signature——»

Verify And Validate
CMS Signature

——V erification Resualt—

Cala PKI-DSS-API-DG

YY aman WWW.PKI.CO.IT Sl o an/ K395 ,Ihsy S b d (Gleto i ) jid Gad> olad



\R3

Cal

VY asio

e sl ply holes
o bondbie )5 4
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api/VAService/
ValidateCertificateEntirelyEx()

DSS g
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aze b (Message) ¢l ; Digest oy
/api/CryptoService/CmsDigest()
DSS g
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DSss

o &l s b candizo 5
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DSS gy o [api/CryptoService/CmsDigest axe 3l solizwl b ply ;| Digest adgs .Y
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@ DSS Backend
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—CMS Signature———»;
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CMS Signature
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@ DSS Backend Soft Sign API Signer

Sign Request——»

€«—Signld,Certificate
Sign OTP—————»

€«——Get CMS Digest

Digest————»

< OTP,CertPass
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€—Sighature———————

«€—Put signature to CMS——

CMS Signature—»

Verify and Validate
CMS Signature

——1V erification Resualt—>»
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Request
Method

Header

Schema

Response
Status Code

200 Schema

api/CryptoService/CmsSign

Post
Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
CMSSignByCertificateRequest<string>
{
"message": "string",
Baseb4 v b Laal cga Lo g0 plo
"certificate": "string",
Base64 w3 b (ogas ol 5 alsS s5l) Pix L p12 6
"attachData": bool,
CMS LB o plo e oy0ls,l 3 Ll ey boolean laie
"hashAlgorithm": HashAlgorithm ¥ o,les Jguo
Laal wldas )0 ool cgz s g0 (g3le m,0 pi 6]
"certificatePassword": "string"  a>g

pix L pl2 LG 5,

200 Success / 400 BadRequest
Baseb4 cw i b ol sl

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

A gd

Sl ax8,8 b s null U,y certificatePassword jlaie wub il je, 286 pfx L pl2 LB oS 550,

Request

Header

Cal

Y\ asao

api/CryptoService/CmsDigest

Post

Content-Type: application/json
Accept: text/plain

api-version : 2.0 or 3.0
CmsDigestRequest<string>

{

"message": "string" ,
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Response
Status Code

200 Schema

Request
Method

Header

Cal

Y axao

Base64 cw,d b ply e

"hashAlgorithm": HashAlgorithm
plo lasl Sllee ;o oolatul caz (ls 50 (55l p0,0 o 565l

¥ O)Lo.:.v J5A>

"certificate": "string",
Baseb4 cw s b sausSlasl alss

"signDate": "dateTime" &

Ladl oyl

200 Success / 400 BadRequest
Baseb4 cw s L oL, Digest

{
“error": "string",
"result": "string",
"statusCode": number => 200 Success / 500 Error

}

223 )18 SeS les b ply bl Lael Loy @

api/CryptoService/PutCMSSignature

Post
Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
CMSSignature<string>
{
"message": "string",
Baseb4 cw,s b ply e
"hashAlgorithm": HashAlgorithm,
play slael Sllas o oolaul cuzr s 5o (g5ke w25 p 55!

\ axy

"certificate": "string",
Baseb4 cw s b oasSlasl oles

"signDate": "dateTime", Y arg
Laael o ilo;

"signature": "string", Y &g

Baseb4 w8 L sl Digest Laxl

"encapsulate": bool
CMS B o plyy e oyols,l 8 Gl cg> boolean jlaie
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{
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"statusCode": number => 200 Success / 500 Error

}
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api/CryptoService/PDFDigestForMultiSign
Request
Method Post
Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
MultiSignPdfDigestRequest<string>
{
"pdfData": "string",
Baseb4 w8 L PDF o

"signerCertificate": "string",
Baseb4 w8 b oausSlasl 2lss
"certificationLevel": -, ) arg
Lasl oo s hane
"dateTime": "dateTime", 0 a>g

Ladl oyl
"reason": "string", & ks
Ladl cde
"location": "string", & ks
S Zurdge ol
"imageDataUrl": "string", & L5l
Schema Base64 uw s b ooslasl o 1o 7,0 Cgz Lo jse poal
"page": number, Yoy
Lasl pgas 7,0 Sz S dorao o)l
"lowerLeftX": number, ¥ &g
Axio ;O pgal Cusdse
"lowerLeftY": number, Y g
Axio ;O pgal Cusdse
"upperRightX": number, Y«
W)o Ryl C,.:.vﬁye
"upperRightY": number, Y 4>y
W)o Ryl C,.:.vﬁye
"signatureFieldName": "string", ¥ a>g
Lael s ol
"hashAlgorithm": HashAlgorithm ¥ o Lot Jgu>

A glael Gldas 1o oolain] Cyz a5 90 (g5l o2 )0 1,63l
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Status Code 200 Success / 400 BadRequest

200 Schema Base64 cuw,s L PDF uv. Digest

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

g

solie b 3l edol (gl 0,518 "MLl b Lasl e piwo daw 098 Lael loasms s cunlils a5 solols A
Swles daxxle 4 0,leds Jga> 4 certificationlevel yil,b
Syl 13 PDF axin ol
b ok 4

upperRighty
(160,120)
lowertery | : I'
T ] el esalye | upperRightX
(0,0) '
lowerleftx

asl ool o0 lase imageDataurl col )l oS ol 5L dal s jo pgal Olabue s a5 ail ails a> g5
Al g0 paal Slaize sl 4 (550 Lael pgal 7o 4 bled pas Ojgo 0 [0 Slo w

Gk as alis o Jgaw jo Lasl paai 7,0 Cgx s e s ojleds bl il page yulil jlads ¥
Sy a8 ) S0 V b pln b el cnl jlade wBboas aa )3 Lasl pigal )9

Sl 0aidd dxwgi Jawgd wb aS ail oo Lasl o gl plete pb o Julis (signatureFieldName) Laol als . €
Cooms J 50 b omled |>1 Adobe Reader o | o Lasl s cnl BI Lasl ald oanline gl 05 20
Sg 00ld yioles ald ol >
ol oals aid )5 a0 Lael ald pb yleies (SUDJECEDN) 2leS @M1, 15 diges gl 4o
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Request

Header

Schema

Cal

Signatures

Elv Validate All

E‘éﬁ Rev. 1: Signed by elnaz Arabsarhangi [Sign] <0015063402@softsign.ir>

Signature is valid:
Document has not been madified since this signature was applied
Signer's identity is valid
Signing time is from the clock on the signer's computer.
Signature is not LTV enabled and will expire after 2025/05/01 09:50:07 +03'30"
[ Signature Details
Reason:
Location: IR
Certificate Details...
Last Checked: 2024.06.03 09:46:45 +03'30'

Field:

Phone="M3L04UGE0+ MFV20IQal2q3tfjyb01wsswzeOXLIkSI
g=", E=0015063402 @softsign_ir, CN=elnaz Arabsarhangi
{Sign], SERIALNUMBER=0015063402, G=;Lill, SN=is sy,
O=Unaffiliated, L=-, 5=-, C=IR-10:2:33:0 on page 1

Likdlg=", E=0013063402@softsign ir,

Ao 18 SeiS ley bl bl Lal ey L@

Post

Content-Type: application/json
Accept: text/plain

api-version : 2.0 or 3.0
MultiSignPdfSignature<string>

{
"pdfData": "string",

"signerCertificate": "string",

"certificationLevel": -, V d>g
"dateTime": "dateTime", Vargy
"reason": "string", s ks
"location": "string", & ks
"imageDataUrl": "string", & L5l

api/CryptoService/PutPDFSignatureForMultiSign

Base64 = ,s L PDF o

Base64 cw,s b waSlasl ol

Ladl oyl

Lasl e

S Zurdge ol

Base64 uw s b ooslasl s 1o 7,0 Cugz Lo jse poal

"page": number, Yoy

Lasl pgas 7,0 Sz S dorao o)l
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"lowerLeftX": number, Y &g
Ao ;0 pgal Cusdse
"lowerlLeftY": number, Y g
Ao ;0 pgal Cusdse
"upperRightX": number, Y 4
Axho )0 pgal Cuxdge
"upperRightY": number, Y a>g
Axho )0 pgal Cuxdge
"signatureFieldName": "string", ¥ a>g
Lol oL ol
"hashAlgorithm": HashAlgorithm, 6 <
s slasl Gldae )0 oolainl Cyz a5 ;90 (55l 02,8 0,63l

"signature": "string" £ a>g

Baseb4 cu b L PDF a5l saslasl Digest

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb64 cu s b owis Lasl PDF ues
{

“error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

Ml 5, .0l PDFDigestForMultiSign sl o oo 43,5 ,las,o jlade b ul » 0L certificationLevel jlais )
Sled dxxlye 4 o,leds Jsa « certificationLevel yal,l yolis ;)
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api/CryptoService/PdfMultiSignByP12

Request

Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0

PdfMultiSignByP12Request<string>

{
"pdfData": "string",

Baseb4 w8 L PDF o

"signerCertificate": "string",
Baseb4d cuw s b (P12 L) cosSlasl cogasals o 2lsS
"certificationLevel": -, ) 4>y
Lasl oo s hane
"dateTime": dateTime, 0 4>y
Laael o ilo;
"reason": "string", & L]
Ladl cde
"location": "string", s ks
S CoxBgo ol
"imageDataUrl": "string", ¢ L5l
Baseb4 cu s b saslael arw ;o 7,0 Cyz Haid g0 poal
"page": number, Yy
Ll pgas 7,0 gz S dmis 0 lacs
"lowerLeftX": number, Y a>g
Axio ;O pgal Cusdse

"lowerlLeftY": number, Y g

Axio )3 pgal Cosdge
"upperRightX": number, Y 4
Axio )3 pgal Cosdge
"upperRightY": number, Y 4>y
Axio ;O pgal Cusdse
"signatureFieldName": "string", ¥ 4>
Lol oL ol
"hashAlgorithm": HashAlgorithm, ¥ o les Json
A glael Gldas 1o oolaiu] Cyz a5 90 (g5l o2 )0 0,63l
"Password": "string"
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Response

Status Code 200 Success / 400 BadRequest

200 Schema Baseb4 cuw b b oaisliasl PDF ais
{

"error": "string",

"result": "string",
"statusCode": number

}

solie plo 5l edol (gl 0,518 "MLl b Lasl e piwo gdaw 098 Lael laasms s cunljls a5 ool A
dwles ae>l 0 4 o el Jga> 4 certificationlevel )l

5 oz S o (0, 0) dais [0 Ly 4 00,5 o dwlre Dlaie jeome (0 +HY g X ululy peal Coxdse Y
2,0 1,8 PDF axas 5ol

b ok 4

upperRighty
(160,120)
_________________ |
[ Lefty |
owerLe by
T el g g | upperRightX
}
i
(0,0
lowerLeftX

abl ool oo lade imageDataUrl sl )l a5 cowl 5L sl i )0 pgad Olaibue s a5 ail aiils a> g5
DBl oo pgal Dlate (s 4 (g5l Ll pigal 750 a4 hled pas D500 K00 Slo @

63k 4 aylpd 50 (Jg s 50 Lael o 0 S 500 )50 dzmiio o)l | el i page ol lade T
Sy a8 ) a0 V b pln b sl cnl jlade aBb ges aa )3 Lasl pigal )9

Slaie 00imd dawgs Lawg Wb aS ail oo Lael 2 gl pleie o S Julis (signatureFieldName) Ladl ol . ¢
Cooms J 50 b omled |>1 Adobe Reader o |, o Lasl s cnl BI Lasl ald sanline gl 05 20
350 00ld ioled ald pb yulul y Lael ledlbl ac gaseo cax
ol oals azd )5 a0 Lael ald pb yleies (SUDJECEDN) 2lgS DI, 15 diges gl ;o
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Cal

2\ doao

Signatures »
Elv Validate All

E‘!ﬁ Rev. 1: Signed by elnaz Arabsarhangi [Sign] <0015063402@softsign.ir>

Signature is valid:
Document has not been modified since this signature was applied
Signer's identity is valid
Signing time is from the cleck on the signer's computer.
Signature is not LTV enabled and will expire after 2025/05/01 09:50:07 +03'30'
[ Signature Details
Reason:
Location: IR
Certificate Details...
Last Checked: 2024.06.05 09:46:45 +03'30"

Field: Lik3lg=", E=0013063402@softsign.ir,
Phone="M3L04UGEQ+ MFV20IQal2q3tfyb0TwsswzeOXLIKII
g=", E=0015063402 ign_ir, CN=elnaz A i

{Sign], SERIALNUMBER=0015063402, G=3ill, SN= s puu e,
O=Unaffiliated, L=-, 5=-, C=IR-10:2:33:0 on page 1

Ao 18 SeiS ley bl bl Lal ey .9

PDF 6 5l LoasbowlsS &l 5uw! 8/

api/CryptoService/PdfExtractCertificates

Request

Post
Content-Type: multipart/form-data
Header Accept: text/plain
api-version : 2.0 or 3.0
signedPdf : string
Baseb4 v )b b oaslasl PDF ar.

Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 cu b L ous gzl seiul slo alsS 5l 03
{
"error": "string",

"result": IEnumerable<string>,
"statusCode": number => 200 Success /500 Error

}
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Request
Method

Header

Response
Status Code

200 Schema

Request
Method

PDF 516 31 Wbl coledlol 1yl /1 ¥

api/CryptoService/PDFExtractSignerinfo

Post
Content-Type: multipart/form-data
Accept: text/plain
api-version : 2.0 or 3.0
signedPdf : string
Baseb4 v )b b oaslasl PDF ats

200 Success / 400 BadRequest
Laol ledbl 51 i 508 5
{
"error": "string",
"result": IEnumerable<Signerinfo<string>>

[

"location": "string",
e SoaBya ol
"reason": "string",
Ladl cde
"revision": number,
Lol o.\i)Lo.:J
"signatureName": "string",
Laal oL ab
"signDate": "DateTime",
Laael o ilo;
"signingCertificate": "string",
oaiSLasl alss

"certificationLevel": CertificationLevel o leds Jga
],

"statusCode": number => 200 Success /500 Error

}

PDF Jluzss glawl Gsouai 8/1 Y
api/CryptoService/PDFVerify
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1y

Content-Type: multipart/form-data
REEGEIS  Accept: text/plain

api-version : 2.0 or 3.0

signedPdf: string

Schema Base64_Jts ,» ol PDF ae
Response
Status Code 200 Success / 400 BadRequest
200 Schema PDF (lissl oomins oo domsii
{

"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

Lol 2195 s yjliisl g PDF Jluzxy s sl g9 ouai 0/ F
api/CryptoService/PDFVerifyAndValidateCertificate

Request
Method Post

Content-Type: application/json
REEGEIS  Accept: text/plain
api-version : 2.0 or 3.0
PdfVerifyAndValidateRequest<string>

{

"signedData": "string",
Schema Base64 cu b b wailasl PDF s

"vaProfile": "string" L5

Baseb4 cu b i oals i lel Slilos o ool g HLis g0 Jilig s ol

}
Response
Status Code 200 Success / 400 BadRequest
6 LA‘J . .' . .».’.L’ > L‘_’ ‘ .- A
200 Schema e S o2 5l (S55b s Sl S 08
{

"error": "string",
"result": IEnumerable<VerificationResult>
[

{
"certificate": byte[],
Baseb4 v s b Ladl alss
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¢

"status": CMSVerifyValidationStatus, 6 o)kt Jsa>
Laol Zonsg
"revision": number,
Lasl (5 0w Lo
"result": bool
Lasl bl ass
}
Il
"statusCode": number =>200 Success / 500 Error
}

Sygoys g 09,5 cod dnogs o] Jlo,l g aib o (o L vaProfile el o0,lake cailael aiw ob;,l ol jo

Saled 8l o 1y @Y lo (plessly gy Rl w5l ales oo sl Cnl (29 lake 4y 5L

Sl ye0 3l (B1sS g1yl 6718
api/CryptoService/TstExtractCertificates
Request
Post
Content-Type: multipart/form-data
Header Accept: text/plain
api-version : 2.0 or 3.0

tst : string
Base64 cu sl sas olo Jloj e
Response
Status Code 200 Success / 400 BadRequest
200 Schema sy gl Sl sla 8lsS 5l s e
{

“error": "string",
"result": IEnumerable<string>,
"statusCode": number => 200 Success /500 Error

}

oy w0 I oloj g1yl 671 7
api/CryptoService/TstExtractTime

Request

Post
Content-Type: multipart/form-data
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Response
Status Code
200 Schema

Request
Method

Header

Schema

Response
Status Code

200 Schema

Accept: text/plain
api-version : 2.0 or 3.0
tst : string
Baseb4 cw i louss jolo Sboj e

200 Success / 400 BadRequest
oasigl il e
{
"error": "string",
"result": "dateTime",
"statusCode": number => 200 Success /500 Error

}

o) yeo Gyowai 071V
api/CryptoService/TstVerify

Post
Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
TimestampVerifyRequest<string>
{
"message": "string",

Baseb4d cu s b (Lasl 5l 13) adgl slgime
"timestamp": "string",

Base64 cu s bons jolo Jbojye

"certificate": "string"
Base64 v s b oaxsSlasl alss

}
200 Success / 400 BadRequest
lofio e s iz
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}
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aiiod buwg RSA (sladl JIg &l sls

s 0l o
e by 4y
Dastine.islnstalled

aze g3
SelectCertificateFromTokenByUl()

e sl ply ol
et b ke )5

As 8 4z gllas

aze g3 15
GetSelectedCertificate()

e sz ol e
rdsi b oliia S &

A Aies ;3 005 )

azel alsS o el
api/VAService/
ValidateCertificateEntirelyEx()
DSS s

o sl oy ialed
Ty b onbine 15 o

DSS siis ;o oa sl

(Message) oL, ;l (Hash) is ;258

s SIBN() aza b ply s slidl
e 0 el oSl 8 L ills
el e 535

e sl ply e
Tl bolize )5 4

A Aiea ;s 0 )

sz Lad oo
/api/CryptoService/Verify()
DSS (s

e sl ply il
bt b liza )l @

DSS st 5 o &)

s S o Signature s 355 Ll ol 1,3 a8 o ol oals ply 51 jsliaie tly

55 plilBackend ceaw s wb 3l5e ! [l

39 pladl a5 o 5 b 3150 22! [
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@ DSS Backend Mobile App Mobile SDK o

€«—Certificate———

«4— Validate Certificate

Validation Status—»
. __Hashed of ToBe Slgned_>
Data
RSA Sign——»
:«—Signature

<€¢—Signature

<«—Verify Sigature

——V erification Resualt—
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DSS (g
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StatusCode==0
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i lgo SDK L RSA (gLl g jLis 90 @lgh w0
DSS g, ,o /api/VAService/ValidateCertificateEntirelyEX o b 5l Lasl oalgS  oeiw bl )
ely 5l (Hash) Lia sbw! .Y

s by id slasl cyz 5 89,9 sl el b L Mobile SDK s Sign() axe 3l eslazwl ¥
Baseb4 -5 ply ua:String message o
(058 23 laie JLge SDK ais )0 00y &l Sloedgi b illas) ogas oS ol : string privateKeyName e
Sgds 23,lade ply 5 ie sloul fu ead eolatl ok 6Kl e b sillae s string hashAlg e
(393 (23 lade J1bge SDK ais )5 oy &l Sloradgs b gsllas) cogas oIS oy String pin - @
DSS g, ,o [api/CryptoService/Verify oo Slgsl,8 b Lasl i S @

G133l p s S $5 lawgi RSA (sLaal &7V A/Y

B p5 oS5 by RSA (slad Jig gl

@ DSS Backend

<€—RSA Sign

Signature——»

««—Verify Signature

Verification Resualt—»

«€«—V alidate Certificate

Validation Status—»
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|
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Lasl Lol ol lawgs RSA (slasl 87V A/F

Lol OLJ ).3] Ja.wy RSA sladl Ls“?’ )1394.3

@ DSS Backend Soft Sign API Signer

Sign Request———»

. Sign OTP———»

-€«—Signld,Certificate

«€— Validate Certificate

Validation Status—»

< OTP,CertPass:
Sign Process———;
<€—Signature———;

<€«—Verify Signature:

——V erification Resualt—>»
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SignRequest foc jl ooliiwl crm 00 Cptd o930 Lo b gollae Lo 5l (Hash) is olxl .Y

25 699,59 6 yial,b b Laal Lol slo gy w9 40 SigNProcess Jos 3l ooliiwl b ply io slael .Y
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api/CryptoService/SignByP12
Request
Method Post
Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
CryptoSignByP12Request<string>
{
"data": "string",
Baseb4 v b Laal cga Lo g0 plo

"certificate": "string",

Base64 cw s b (P12 L) somiSlasl alss

Schema

"hashAlgorithm": hashAlgorithm, ¥ o,les Jsus
Lasl wldas )0 oolaiwl cga s 90 (s3le o9 n 6]
"password": "string"  a>g

Baseb4 v s b oasSlasl alss 5,

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 cu s b ply (slasl
{

“error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

g

Sl ax8,8 L s null Ll certificatePassword jlaie aub ail je, 98 pfX L pl2 LG oS 550,09

Sig Sl slawl Gyouas 0714

api/CryptoService /Verify

Request
Method Post

Content-Type: application/json

REEGEIS  Accept: text/plain

api-version : 2.0 or 3.0

VerifyRequest<string>

{

Schema

ok e PKI-DSS-API-DG
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"data": "string",
Baseb4d i ;o (Lasl 5 13) adgl slyime
"signature": "string",
Baseb4 ¢ s b Ladl slyime
"certificate": "string",
Baseb4 v s b sausSlasl als
"hashAlgorithm": HashAlgorithm ¥ o,leds Joax
Laol Slilas ;5 o0t oolitiasl g3k w0y i 555

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Laol ozt Cmo dzd
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

ooy Lol XML s oo sl 6/Y «
/api/CryptoService/XMLVerify

Request
Method Post
Content-Type: multipart/form-data
Accept: text/plain
api-version : 2.0 or 3.0

dataUrl: string
Baseb4 ¢ b oas Lasl XML arw

Response
Status Code 200 Success / 400 BadRequest
200 Schema Lsel (i s dime
{
“error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error
}
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Request
Method

Header

Schema

Response
Status Code

200 Schema

Request
Method

Header

Response
Status Code

200 Schema

6195 30, 0/7)
api/CryptoService/Encrypt

Post
Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
CryptoRequest<string>
{
"cipher ": "string",
Baseb4d cu b b o K, slp s g0 Sledbl

"certificate": "string",

Base64 cu i b o K50, Sllas sy soliiuls j50 alss

200 Success / 400 BadRequest
Baseb4 cuw b b oo, Sledb|
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CmsEncrypt

Post
Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
CmsEncryptionRequest<string>
{
"message": "string",
Basebd cu bl o Ko, slp s, 90 ledb|

"certificates": IEnumerable<string>

Baseb4 cu il o, Kz, ollae (glp ooliiuls oo sla aslialss cod

200 Success / 400 BadRequest
Baseb4 cuw b b onije, Sledb|
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"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/Decrypt
Request
Method Post
Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
CryptoRequest<string>
{
"cipher ": "string",
Schema Baseb4d cu b b onijo, ledol
"certificate": "string",
Base64 cu i b o K50, Sllas (gl soliiuls 50 alss

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4d cu s b onss olis e, ledlbl
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CmsDecrypt

Request
Method Post
Content-Type: multipart/form-data
EEGES  Accept: text/plain
api-version : 2.0 or 3.0

cipher: string
Baseb4d cu b b onijo, el
Response
Status Code 200 Success / 400 BadRequest
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200 Schema

Request

Header

Response
Status Code

200 Schema

Request

Baseb4 v b oos oliSie, oledbl

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success /500 Error

}

ooliie (5,105 5,0/ YY

api/CryptoService/SymmetricEncrypt

Post
Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
SymmetricEncryptRequest<string>
{
"key": "string",
Baseb4 cu il s i85, ols
"iv": "string",
Baseb4d cu b b pslel oy
"symmetricAlgorithm": SymmetricAlgorithms, A o les Jou>

&85 50, Sldes jo oolainl 090 o ;43I

"data": "string"
Baseb4 cu 3 b 5,185 50, cllae (gl ,hais g0 Sledlbl
}
200 Success / 400 BadRequest
Baseb4 cu b boais (5,138 50, Sledb|
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/SymmetricDecrypt
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Header

Schema

Response
Status Code

200 Schema

Request
Method

Header

Schema

Response
Status Code

200 Schema

Cal

A aao

Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
SymmetricDecryptRequest<string>
{
"key": "string",
Basebd cu il olisie, ol

iv'": "string",
Baseb4 o p b opjlel sy
"symmetricAlgorithm": SymmetricAlgorithms, A o,let Jsoo
6,188 50, ldas o oolasul v ;o3I

"cipher": "string"
Baseb4 cuw Lo e, Sledbl

200 Success / 400 BadRequest
Base64 cu sl sas oliS e, Sledll

“error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

CMSAttached JG 3 sly zl 5wl /Y0

api/CryptoService/CmsExtractAttachedMessage

Post
Content-Type: multipart/form-data
Accept: text/plain
api-version : 2.0 or 3.0
enveloped: string
Baseb4 ¢ 3 L (CMS) susladl slyime

200 Success / 400 BadRequest
Base64 cw,s LCMS LB 5l o zl5cl oly

“error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error
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s2leS L1 3l Thumbprint g/ el 6/Y 7
api/CryptoService/CertificateThumbprint

Request

Method Post

Content-Type: application/octet-stream
REEGEIS  Accept: text/plain

api-version : 2.0 or 3.0

base64Certificate: string

Schema Baseb4 cu b s ge oalsS

Response

Status Code 200 Success / 400 BadRequest

200 Schema Base64 cu 3 L 2l Thumbprint
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

CMS glalawl plésié/YY

CMS (Detached) slaliasol plesl&/YV/)

ol ooy a8 3 1a5 o Crypto WS 0w Y (LCMS(Detached) slalasl plesl jglais 4

slasl pleal gl laml o )ls 8429 Igiome S (sliael (gl oaiSLasl Y3l o a5 Jia0,0 wie ¥y j0 a5l )53 o)LL
995 Jloslipd o)l loie ar am ya5 slasl b Jsl yie)lh (e a1y @b (2955 (s 9 Smles pladl pgo 5 Sl 45
asles ), bl oles alasl b 1 g, cyman

s O ygai] e (0.0l LSS Wb 43§ O g0 slalael coled jo cailasl ply a5 el Jl ST ) 4 A gF
23,5 o axlge Uas L onls plesl sla

api/CryptoService/MergeCmsSign

Request
Method Post

Content-Type: application/json

Accept: text/plain

api-version : 2.0 or 3.0
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MergeCMSSignRequest<string>
{

"Message": "string", 4>y
SEriNG e s b conislianal ply
"Cms1": "string",
SEriNg cu,d b d(lasl a8 ¢ Laol Jolz)CMS(Detached) JG 4o Jsl sl

"Cms2": "string"
SriNG cuojd b (lasl alss 5 Lasl Jalz)CMS(Detached) Ji s pgo sl
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cw s b (lasl alsS o Lasl Joli)CMS(Detached) LB o oas plesl slalal
{

“error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

td

e il e 5 La! Message yul L L)l

9 o0 plosl CmsVerify aws 5l eolitul b lalasl vwcows lanl Message juslyb Jlo )l &jg0,0 )
D on plail plésl Oldes dalaol (04 e &yg0 o

pleal o obs,l e lalaal I wil o ol b v como ) Kal Message yisl )b Jlo)l poe &ygoy0 .Y

g

CMS (Attached) (slaladl pleol 8/YV/Y
33,5 oo oolaiwl Crypto WM ;o wie ¥ 51 CMS(Attached) slalasl plesl jslais 4
slael pleal gl laml o)l 9925 lgime S (slasl (gly oaiSLlael ¥l jiw aS Sje0,0 e ¥ o ;0 a8 il S8 LLS

995 Jloslipd oyl loie ar am Ha5 slasl b Jsl yie )b (e a1y @l (2955 (s 9 Smles pladl pgo 5 Sl 45
e )55 lalaal ales plasl B 1, ot

api/CryptoService/MergeCmsAttachSign

Request

Post
Content-Type: application/json
Accept: text/plain

Header
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Ag

api-version : 2.0 or 3.0
CMSAttachSignRequest<string>

{

"currentMessgaeSignatureCertificate": "string",

Base64 cu s b (Lasl alsS ¢ Laol dgize Lols)CMS(Attached) i s s > sl
Schema

"nextMessgaeSignatureCertificate": "string"
Base64 cu s b d(Lasl alsS g Ladl dgize Jols)CMS(Attached) i o goms sl

}

Response
Status Code 200 Success / 400 BadRequest

pL ORI Base64 co b (Lasl 8155 g Lael dgime Jals)CMS(Attached) B s ous plesl slalasl

{

“error": "string",

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

(LoginService )puwaw 43 3959 (yw g yaw I

] 00 \)L?u‘ ‘W 4 09,9 9 ).,)Lf @LAAJLA—M J‘B) (5‘)-"" S )L..’ Sy90 é"?" [E3S SELVRR) )5.‘4..a Le LOgIn 9y
4 g 05403 oJg5 Challenge < Login LS ;I LoginChallengeais 5l soliwl by «p,lS Cugn asis anld jo
9 oo Lol ﬁ)lf 0553 90 Og>ge (5@5»47- A::JS)‘ oolaiwl L» 4]09{)4 Challenge ).g)ls Comw 0 J%Lu‘sn Jl.w)‘ ﬁ)lf Couw
52598 SIS bl 9500 s 0 sl JLoyl 5 (sl 31 0925 ()T o 5 )5 Sl lasl o5 Ll 4
Tobw 4 axgi L apl Sygo ;0 500l aseii |y (69 Cugd )5 S 3l oad S8l o alh ) 4y Blall slasl jo 54290
salg> )18 (g9 LS jo 1) Sl o 050 mlie 5 Al pe s a3 1) 25 09,9 el 53 00D Gy yad g s

als

o 9w SlgBlyd wyol T/
il 00 Lo 323 w81 ;8 REST FUL APl & 90 4 laaie Slgs 8 oSGl
<Http protocol>://DSSUrl/API/LoginService
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Request
Method

Header

Response
Status Code

200 Schema

Request
Method

Schema

Response
Status Code

200 Schema

Cal

Challenge uJg5 7/Y

api/LoginService/LoginChallenge

Post
Accept: text/plain
api-version : 2.0 or 3.0

200 Success / 400 BadRequest
Baseb4 3L Y- Jsb L challenge

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

2 Cagr Graas /Y

api/LoginService/Authenticate

Post
Content-Type: application/json
Accept: text/plain
api-version : 2.0 or 3.0
AuthRequest <string>
{

"random": string,

Baseb4 - 5L challenge

"cmsSignature": string,  \ w>

Baseb4 cu il )5 Lug saslasl challenge
"loginProfile": string Y arg

LOBIN gy sy S 03liil 3,50 Jilog ol

200 Success / 400 BadRequest
U Cugd Gl (o)l STk s
{
"error": string,
"result": AuthResponse<string>

{

PKI-DSS-API-DG
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"authenticationResult": AuthenticationResult,  # oles Json
B Cuse Graal Lunds
"certificate": string
Baseb4 cu s b )5 Lasl alss
1

"statusCode": number => 200 Success / 500 Error

}

ntd

el lade (lgie 4 s g 990 Lael PKCSHT o lasbinl b Gollas oI5 alsS &,k 5l b lol challenge )
2,5 ,1,8 Authenticate w ,o cmsSignature
gl Sled gy il o b loginProfile sl )l b o0,lais ogo 5 Mol g .Y

(PKDSrvice) sogoc oS (55935 1o b (3500 b bLI,l guigyw Y

odd o3l )18 egas 0 dS (5,655 plo b bl )| 5,8 0 caa 3Lis e milg gamaiws jelaie 4 olaaie PKDService o
@R b g (egee S (6,955 s I B (2leS S8l o Sz S 3)5e @l g (n] 50 97 ae sladie

o oo A1 (6,955 uls 1l (g9, » anlinlsS

g Sleld wyel V7Y
il 00 Lgs ) o yd] 0 REST FUL APl & j50 4 laaiie Jlgs 3 oSl
<Http protocol>://DSSUrl/AP1/ PKDService

o550 5| doligalaS il e V/Y

api/PKDService/DownloadCertificate
Request
Method Post
Content-Type: application/json
REEGEIS  Accept: text/plain
api-version : 2.0 or 3.0
PKDClientRequest

{
"path": "string", Vg
Schema X500 s laitewl JE ;5 BaSEDN ;i ax abg o 0095 w01
"pkdProfile": "string" Y azg
(PKD) (ogoe oS (5955 plo b blLs )l ez iy ol
}
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Response
Status Code 200 Success / 400 BadRequest
200 Schema oo Sl (6,935 s 3l eaizdl yo slay alsS 5l St o
{
"error": "string",
"result": IEnumerable<byte(]>,
"statusCode": number => 200 Success / 500 Error

}

api/PKDService/DownloadCertificateAsBase64

Request
Post
Content-Type: application/json
Header Accept: text/plain
api-version : 2.0 or 3.0
PKDClientRequest
{
"path": "string", Vary
X500 s, lastent JB 0 BaseDN ;| am abgs 1o 009 o ,0!
"pkdProfile": "string" Y arg

(PKD) sogoe oS (5,935 plo b b3 )| gz gy 6L

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema oo SlS (6,935 s 3l eaizdl o sla alsS 5t o
{

“error": "string",
"result": IEnumerable<string>
"statusCode": number => 200 Success / 500 Error

}

g
3,ls b 5,5 1,8 de=End Entity,dc=g3,c=ir L I, pkdProfile ,o BaseDN ,laie aSiuly (2,8 b Jlo slp )
W dwlg> selils abbgs e 2165 path sl )l (o 55 oyl 50,8
"cn=PKI Private Intermediate Bronze CA - G3"

g Siled gy il o b pkdProfile el 4y 2 lads o9 5l @bl e .Y
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Request
Method

Header

Schema

Response
Status Code

200 Schema

Request
Method

Header

Schema

Response
Status Code
200 Schema
PFE
A axio

R 31 CRL ¢éb o \PAl
/api/PKDService/DownloadCRL

Post

Content-Type: application/json

Accept: text/plain

api-version : 2.0 or 3.0
PKDClientRequest

{
"path": "string", Varg
X500 s lastenl JB 0 BaseDN ;| am abgs 1o 009 o0l
"pkdProfile": "string" Y arg
(PKD) (sogae 015" (5555 0l b bls )l ez Lol b
}
200 Success / 400 BadRequest
bytell cwy b ogac ailS 5,535 pls 5l oniszsl o CRL L6
{

"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/PKDService/DownloadCRLAsBase64

Post

Content-Type: application/json

Accept: text/plain

api-version : 2.0 or 3.0
PKDClientRequest

{

"path": "string", \ d>g
X500 s Jsstewt JB 6 BaseDN ;l ax abgy 10 004 ool
"pkdProfile": "string" Y 4>

(PKD) (sogae 015 5,55 plo L bls )l gz il b

200 Success / 400 BadRequest
Baseb4d cu st oo a5 (6,655 plo 5l oancdl yo CRL Lt
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"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

a2 g
3,ly b 5,5 1,5 de=End Entity,dc=g3,c=ir L ,l,» pkdProfile ,o BaseDN ,lade aSulp 2,8 b Jls sl )

Al dwles osbils abgy e CRL L ppath el jo 55 oyl 50,8

"en=PKI Private Intermediate Bronze CA - G3"

g Siled gy il o b pkdProfile el 4y 2 lads o9 5l @bl e .Y

S35 210 o Bl yo V/¥

api/PKDService/SubDirectoryList
Request
Method Post
Content-Type: application/json
REEGEIS  Accept: text/plain
api-version : 2.0 or 3.0
PKDClientRequest

{
"path": "string", Vg
X500 s laitewl B 5o BaseDN ;1w abgs o 865 ol
"pkdProfile": "string" Y arg
(PKD) (sos0e 5lS (5,555 nls b bl )l cazr il ol
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema dsgoro ) Sy alS Cu
{

“error": "string",
n, n

"result": "string[]",
"statusCode": number => 200 Success / 500 Error

}

g
3,ly b 5,5 1,5 de=End Entity,dc=g3,c=ir L ,l,» pkdProfile ,o BaseDN ,lade aSulp 2,8 b Jls 6l )

S5 oo 0ol isleide=level 1 acgamae ) sloogs adS cand path el )l jo 5 wyol 0,8
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"dc=Level 1"

g Siled gy il o5 b pkdProfile yl b ar o0 laie ogou | eMbl cag .Y

(ApiVersion)asews b 40 (gw 9 yuw A

o9 Slglyd goyol A
ol 00 Lgo o (w0l 0 REST FUL APl & j50 a0 laae Slgs1,8 Sl
https://IP/AP1/ApiVersion

A 8l yo A/Y

api/ApiVersion/GetVersion
Request
Get
Accept: text/plain
api-version : 2.0 or 3.0
Response
Status Code 200 Success / 400 BadRequest

200 Schema gy 00193 3D o yoT ol s 4y gy (5SS

"error": "string",
n,on

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

api/ApiVersion/Version
Request

Post

Accept: text/plain

Header } ;
api-version : 2.0 or 3.0

Response
Status Code 200 Success / 400 BadRequest

200 SChema .9 a«.x.u|9>|)$ |p u*')J O‘)A.Q L g (S

“error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}
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.
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CertificateStatus

&

T

Good

Revoked

Nk ol K

Unknown

‘o)b).&‘: Jg.x.'?

RevocationReason

|

T

keyCompromise

cACompromise

affiliationChanged

superseded

cessationOfOperation

certificateHold

privilegeWithdrawn

o N|alu|srlwin| =] &

aACompromise

Y oyl Jgo

CertificateValidationStatus

£

T

CertificateValidationOK

PeriodValidationFailed

ChainValidationFailed

IntgrityValidationFailed

KeyUsageValidationFailed

OCSPValidationRevoked

OCSPValidationUnKnown

CRLValidationRevoked

CRLANdOCSPValidationError

W | N|o|lu|s w N rlol i

OCSPValidationException

=
o

CRLValidationUnKnown

[E=Y
=

CRLANndOCSPValidationUnknown

s

) axin

A c)Ln..:') J,-\.‘?

PKI-DSS-API-DG

WWW.PKILCO.IT il o pon) oSy <S5 1 do (Gleto diw (] uid Gad>  olad




Yy
HashAlgorithm

- T

0 SHA1

1 SHA256

2 SHA384

3 SHAS512

Foslod Jgar

s T

0 VerificationOK

1 CertPeriodValidationFailed
2 CertChainValidationFailed

3 CertlntgrityValidationFailed
4 CertKeyUsageValidationFailed
5 CertOCSPValidationRevoked
6 CertOCSPValidationUnKnown
7 CertCRLValidationRevoked
8 CertCRLANdOCSPValidationFailed
9 VerificationFailed

10 CMSDataNotAttached

11 CMSFromatincorrect

12 CertPeriodAndTimeMismatch
13 SignitureNotFound

14 InvalidSignDateTime

0 oylods Jgar

s T

0 UnKnown

1 Athenticated

2 SignatureVerificationError
3 CertificateValidationError
4 CertificateCrICheckError

5 CertificateOcspCheckError
6 CertificateKeyUsageError
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CertificateEnhancedKeyUsageError

&

|

# o ylouds Jgo

KeyUsage

(@l

EncipherOnly

CrlSign

KeyCertSign

KeyAgreement

DataEncipherment

KeyEncipherment

NonRepudiation

DigitalSignature

0O N O UL | AW N, | O

DecipherOnly

Y oyleis Jgum

SymmetricAlgorithms

&

£

(@t

o

AES_CBC128

AES_CBC256

AES_CBC192

AES_ECB128

AES_ECB256

U W | N

AES_ECB192

A oylais Jou

CertificationLevel

&

£

(@t

NOT_CERTIFIED

CERTIFIED_NO_CHANGES_ALLOWED

CERTIFIED_FORM_FILLING

w | N | = | O

CERTIFIED_FORM_FILLING_AND_ANNOTATIONS

s

Y axao

oyl Jogo
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