PKA-FA

Public Key Infrastructure

All PKI Services In One Device

Comprehensive PKI Services

e Certification Authority (CA)
Certificate issuing and revoking

e Registration Authority (RA)
Registering and certificate request

e Verification Authority (VA)
CRL and OCSP services

e Public Key Directory (PKD)
Certificate repository

e Timestamp Authority (TSA)
Trusted timestamp with digital
signature

e PDF Signer (DS)
Central PDF digital signing

e XML Signer (DS)
Central XML digital signing

e CMS Signer (DS)
Central CMS digital signing

e Key Management System (KMS)
Secure Key life-cycle management

Security

e Includes embedded HSM with
FIPS 140-2 Level 3 Certificate

e Secure key generation and key
storage by HSM

e Secure customized Linux in core

e Internal Firewall and Proxy

e Three separated Security Zones

Flexibility, Scalability and
Reliability
e Integration with other systems for
PKI-Enabling
e Integration by Web-Service and
SDK
e Separation of various services for
Scalability
e High Performance
e High Available with redundancy
and fault tolerance
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Software Development Kit
e J2EE and J2SE SDK
e _.Net Framework SDK
e Web-Service API (SOAP)

Token and Smart Card
e C(Certificate Issuing on all types of
Token and Smart Card based on
MS-CAPI
e C(Certificate Issuing on Iranian
Tokens including ParsKey and
KeyA3 without any driver

Hardware Security Module
(HSM)
e Includes embedded HSM with
FIPS 140-2 Level 3 Certificate
e Embedded HSM 25/220/600 tps
(1024 bit RSA signature/second)
e Supporting various Network HSMs
by PKCS#11 Interface (SafeNet,
nCipher, Utimaco, Boll, etc.)

PKI Standards

e RFC 5280/ RFC 4387/ RFC 5019/
RFC 2253/ RFC 2396/ RFC 3161/
RFC 2818/ RFC 3778

e FIPS 180-4/ FIPS 140-2

o PKCS#1/ PKCS#7/ PKCS#10/
PKCS#11/ PKCS#12

o XML-Sig

Physical Characteristics

e Connectivity: 1 Gbps Ethernet
e Dimensions: 426 x 450 x 44 mm
e 1U Rackmount
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